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Abstract

This study focuses on the analysis of cryptocurrency regulatory developments in
Europe. The aim is to review national crypto-legislation in Europe and the EU’s
latest initiative to create designated regulatory instruments for the crypto-economy.
This study assessed whether the European Union’s Regulation on Markets in
Crypto-Assets (MiCA) would have the intended effect. Drawing on the results of
a survey of crypto experts from five European countries, this study evaluated the
effectiveness of current regulation across Europe and how it can be improved to
reduce financial crimes. The findings show that a unified national legal framework
for regulating transactions with crypto assets does not exist in European countries.
Current crypto regulations are dictated by anti-money laundering recommendations.
This study provides suggestions for improving MiCA regulation. The article offers
recommendations for an international regulatory standard for crypto assets and
insights for increasing efficiency in regulating DeFi, NFTs, and smart contracts.
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1 Introduction

Cryptocurrencies originated in 2009 (with the emergence of Bitcoin) as a new
financial paradigm outside the realm of traditional financial institutions and
centralised intermediaries (Europol, 2021). Cryptocurrencies are underpinned
by blockchain technology, a distributed ledger that records transactions across
numerous nodes, thus ensuring transparency and security while eliminating the
need for centralised authorities such as banks and other financial intermediaries
(BIS, 2023). The fundamental nature of cryptocurrencies lies in their use of
cryptographic methods to secure transaction integrity, control the creation of
additional units, and verify asset transfers (Emmert, 2022).

Blockchain technology has proliferated, revolutionising many sectors over a
short timeframe. Despite its rapid growth, regulators failed to keep pace with
this innovation in terms of its understanding, providing appropriate legal and
regulatory frameworks (Kerrigan et al., 2023). Regulators and policymakers have
been on a journey to understand and develop adequate regulatory approaches to
crypto assets, tokens, and distributed ledger technologies (DLTs). Consequently,
legal and regulatory uncertainties led to significant obstacles to blockchain
innovation (Kafteranis & Turksen, 2021).

The unique characteristics of cryptocurrencies and blockchain technology
require regulatory approaches, particularly in the European context, where
the need for harmonisation of regulation is palpable. The decentralised and
borderless nature of cryptocurrencies poses challenges to traditional regulatory
frameworks, which are often limited within national jurisdictions. Criminals
actively use FinTech capabilities for illicit purposes and financing criminal
activities. The cryptocurrency ecosystem became a Petri dish for criminals, as
tracking and preventing illegal cryptocurrency transactions is a complex process
(Benson et al., 2023).

Crypto regulation at the European Union (EU) level has been lethargic and has
slowed blockchain innovation. However, with limited success, some European
countries have tried to address this independently, primarily by applying existing
legal frameworks to blockchain technologies (LexisNexis, 2022).

The article aims to analyse the national crypto-legislation of European
countries that have developed bespoke laws to create an entirely new legal
architecture and principles to enable the token economy. Additionally, we review
the EU’s latest initiatives, highlighting the challenge of regulating evolving
blockchain technology across European jurisdictions.

The study highlights that national legislation and the proposed MiCA
regulation in the EU fail to cover all groups of crypto assets, particularly NFTs
and DeFi. A more comprehensive regulation is suggested to address these areas.

This research emphasises the importance of developing an international stand-
ard for regulating crypto assets to enhance the effectiveness of regulations and
promote global cooperation in addressing illicit activities in the crypto ecosystem.

This study highlights the difficulties in regulating DeFi transactions due to
anonymity, automation and the absence of intermediaries. Standardising smart
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contracts while considering consumer rights and introducing specific approaches
for regulating financial transactions to minimise risks are recommended.

2 Background

Cryptocurrencies, with their inherent anonymity and decentralised features, pose a
considerable risk of illicit transactions, such as money laundering and financing of
terrorism (Europol, 2021). Anti-money laundering (AML) regulations struggle to
trace these digital currencies effectively, as they operate outside traditional banking
systems and often lack transparent, traceable transaction histories (Javaid et al.,
2022; Benson et al., 2023). This makes enforcement and compliance complex for
regulatory authorities.

Money laundering is the main criminal activity associated with the illicit use of
cryptocurrencies (Europol, 2021). The volume of illicit crypto transactions rose in
2022 to an all-time high of $20.1 billion (Chainanalysis, 2023). The share of all
cryptocurrency activity associated with illegal actions doubled in 2022 compared
to that in the previous year—from 0.12% in 2021 to 0.24% in 2022 (Chainanalysis,
2023). The need for robust regulation to prevent illegal activities, such as money
laundering and terrorism financing, and to protect consumers from fraud and
hacking is a key theme in the extant cryptocurrency literature (Kakushadze & Rosso,
2018). Current academic debates (Dupuis & Gleason, 2020; Benson et al., 2023;
Huang, 2021; Morton, 2020; Skirka et al., 2000; Salami, 2021) call for a regulatory
framework to balance these concerns while promoting innovation and competition
in the cryptospace.

The study on creating a regulatory framework for regulating cryptocurrencies
in the EU (Winnowicz et al., 2022) points to an ad-hoc approach to regulating
cryptocurrencies in Europe. The authors analysed the regulatory effectiveness and
linked the impact of notifications about changes in the regulation with the prices of
popular cryptocurrencies, particularly bitcoin. Determining the impact of regulatory
acts on the dynamics of cryptocurrency prices is one of the options for analysing the
effectiveness of crypto regulation.

Sandner et al. (2022) analysed the best practices of regulating cryptocurrencies
in Liechtenstein. They highlight Liechtenstein’s efforts to classify tokens, taking into
account the technical and innovative nature of cryptocurrencies, which are different
from securities. In addition, the authors note the practical approach of the Liechten-
stein authorities in determining the ownership of tokens because, unlike countries
such as the USA, the United Kingdom (UK), Germany, and France, Liechtenstein has
introduced a definition of a "person who has the right to dispose of the tokens". The
term "property" cannot be applied to crypto assets because of its technical and novel
nature. In another publication (Ferreira et al., 2021), the authors provide a detailed
analysis of the existing European practices for stablecoin regulation and emphasise
the need to apply the principle of "same business, same risks, same rules" during the
formation of a single European regulatory system for crypto assets.

A significant barrier to formulating clear crypto regulation is the lack of explicit,
common terminology for crypto assets. Various definitions for cryptoassets are
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used in different countries, often interchangeably and without a specific classifi-
cation. There is no explicit definitional agreement at the international level or, for
many countries, even at the national level (PwC, 2023). In the U.S., for instance,
crypto assets are subject to the financial markets supervisor’s decision on whether
they qualify as a security, commodity, currency or something else (Hallak & Salén,
2023). Numerous cases have proven that such classifications could vary, creating
legal uncertainty (Nolasco & Vaughn, 2021). For example, Bitcoin is usually not
considered to be a security in the U.S. The Financial Crimes Enforcement Network
(FinCEN) views Bitcoin as a currency and determines its regulatory mechanism
according to the Bank Secrecy Act (BSA) (Fletcher et al., 2021). The Commod-
ity Futures Trading Commission (CFTC) regards Bitcoin as a commodity, citing
the Commodities Exchange Act (CEA) for regulatory purposes. The Securities and
Exchange Commission (SEC) Chair Gary Gensler believes that most cryptocurren-
cies are securities, based on the Howey Test, which comes from a 1946 Supreme
Court ruling in the SEC v. W.J. Howey Co. (Duggan, 2023). Ethereum’s classifica-
tion has changed from a security to a commodity, and it may again come under the
SEC authority due to the possibility of earning interest in these tokens. This ongoing
debate reflects the lack of a consistent federal crypto asset framework, resulting in a
fragmented market with diverse state-level regulations (Hallak & Salén, 2023).

Fletcher et al. (2021) published a global review of crypto regulation. They
concluded that, due to its unique characteristics, Bitcoin (and other cryptocurrencies)
does not fit easily into any existing U.S. legal and regulatory frameworks such as
the BSA, CEA, or Securities Act. The researchers suggest that cryptocurrencies be
considered a technology within the FinTech industry and regulated by private sector
technology companies through a three-tiered framework. The authors acknowledge
the difficulty in achieving international consensus on self-regulation and the potential
to misuse cryptocurrencies for illicit activities. Classifying cryptocurrencies as
technology and adopting a global, bottom-up regulatory approach could promote
anti-money laundering/counter-terrorist financing (AML/CTF) measures while
integrating underbanked individuals who rely on alternative financial services into
the global financial system (Fletcher et al., 2021).

Given the borderless nature of crypto assets, another critical area is the need for
international coordination and cooperation in regulating cryptocurrencies. Many
authors argue that patchwork of national regulations is ineffective, creates additional
risks, and calls for the development of a global regulatory framework. Another
study (Emmert, 2022) noted that the main problem in regulating cryptocurrencies
is the lack of comprehensive classification and identification at the legislative level.
Creating a single state regulatory authority that regulates cryptocurrencies and the
activity of issuers, users, miners, investors and trading platforms in this area would
improve the legal environment. The study concludes that an agreement regulating
cryptocurrencies and their mandatory ratification by all countries is necessary.

The issue of the global consensus on crypto regulation and aspects of the use
of crypto assets is addressed in the paper by Shinde (2022). The author proposes
to develop a uniform Initial Coin Offering (ICO) regulation for cryptocurrencies
and risk management related to the crypto ecosystem at the G20 level as an initial
step toward forming a global regulatory mechanism in this area. The work by
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Morton (2020) substantiates the need to form a unified system of regulatory
rules and authorities. The author proposes to empower these authorities to apply
sanctions and impose criminal charges to strengthen cyber security and combat
illegal activities when using crypto assets. The extant literature is actively
debating on issues related to forming the basis for developing global rules and
global conventions for regulating cryptocurrencies. Such approaches must be
implemented in practice because the heterogeneity of national legislation on
crypto regulation, or its complete absence, creates opportunities for using crypto
assets for money laundering, fraud and other illegal operations.

Researchers highlight the technical challenges of cryptocurrency regulation,
such as blockchain transaction tracking and user identification. Some authors
suggest using know-your-customer (KYC) and anti-money-laundering (AML)
rules, while others suggest using blockchain analysis techniques to track
transactions. In particular, Dupuis and Gleason (2020) explore the illicit use of
cryptocurrency through Kane’s normative dialectic paradigm. They identified
several ways to exchange cryptocurrencies for fiat money that are still available
to those seeking to launder money using digital coins. The authors recommend
increased KYC requirements for crypto transactions, as well as the creation of
central bank-backed digital coins, possibly coupled with a ban on the use of
cryptocurrency for commercial transactions. Doing so would undermine the
utility of non-fiat digital coins for money laundering purposes.

Salami (2021) analysed issues related to implementing the KYC/AML
principles for regulating decentralised finance (DeFi), which potentially carries
significant money laundering risks and is also practically unregulated. The author
shows successful practices around DeFi regulation in the U.S. and suggests to
using financial criteria that reflect DeFi turnover and the number of transactions.
The uniqueness of DeFi technology, which requires regulation to be built into
DeFi protocols, should be considered. This approach may involve building KYC
requirements into the actual protocol and verifying that a central bank digital
currency (CBDC) equivalent backs the stablecoin.

Zetzsche et al. (2020) suggest that DeFi necessitates regulation to accomplish
its fundamental objective of decentralisation. Moreover, they argue that DeFi can
to create an entirely novel method of developing regulation, known as embedded
regulation’.

Other researchers (Malkoc et al., 2021) suggest that blockchain technology’s
decentralised nature complicates traditional regulatory methods’ effectiveness
and that regulators should focus on creating a legal framework for smart contracts
and decentralised applications instead.

Despite the active debate around problematic aspects of crypto regulation,
both in theory and in practice, a robust regulatory and legal framework at the
global level has yet to be established.

Therefore, this research aims to systematise the best national practices of
normative and legal regulation of cryptocurrencies and to form a pool of policy
alternatives for crypto assets regulation at the global level.
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Fig. 1 Harmonising cryptocurrency regulation in Europe

3 Proposed evaluation model

European legislation does not provide a coherent legal basis for regulating crypto
assets effectively. Current regulatory authorities are not empowered to oversee
the crypto-asset market, which opens up opportunities for money laundering and
other financial crimes. Increasing the effectiveness of regulatory operations with
crypto assets is possible by means of international regulatory rules, conventions
and agreements. Our primary research question addressed in this paper is as
follows:

What is the state of European regulation on cryptocurrencies and crypto
assets, and what levers can increase the effectiveness of legal regulation of
crypto assets to minimise cases of money laundering, tax evasion and other
financial crimes?

Drawing from the literature on cryptocurrency regulation (Dupuis & Gleason,
2020; Emmert, 2022; Ferreira et al., 2021; BaFin, 2020; Morton, 2020; Salami,
2021; Sandner et al., 2022; Shinde, 2022), we propose the following model to
identify the main problems and gaps in the legislative field.

Six hypotheses are proposed, as reflected in Fig. 1:

H1 A single regulatory body enhances the effectiveness of the EU Cryptocurrency
Regulation.

H2 EU-wide harmonised legislation will positively increase the effectiveness of the
EU Cryptocurrency Regulation.
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H3 The classification of crypto assets enhances the effectiveness of the EU
Cryptocurrency Regulation.

H4 The rules for licensing crypto asset operators enhance the effectiveness of the
EU Cryptocurrency Regulation.

H5 The recognition of cryptocurrencies as legal tenders is vital for the efficient
regulation of cryptocurrencies.

H6 An effective EU Cryptocurrency Regulation minimises the misuse of crypto
assets, such as through money laundering and financing of terrorism.

4 Methodology

To address the research questions, we analysed the national regulatory instruments of
selected countries coupled with a survey of cryptocurrency experts. Respondents from
European countries with developed legislation regulating crypto assets, such as France,
Germany, the United Kingdom, Italy and Liechtenstein, were selected for the expert
survey. This allowed us to explore the national experiences in cryptocurrency regulation
and formulate recommendations for creating a pan-European legal environment.

The content of the questionnaire (Appendix 1) was developed based on the analysis of
literature on the regulation of cryptocurrencies (Benson et al., 2023; Dupuis & Gleason,
2020; Emmert, 2022; Ferreira et al., 2021; BaFin, 2020; Morton, 2020; Salami, 2021;
Sandner et al., 2022; Shinde, 2022) to identify gaps in the legislative field.

The questionnaire for the survey included three blocks of questions, which
reflected the opinions of experts on the following key topics: (1) identification of the
main problems in the sphere of regulation of cryptocurrencies; (2) assessment of the
current effectiveness of cryptocurrency regulation; and (3) determination of directions
for improving the effectiveness of cryptoregulation in Europe. Each block of the
questionnaire included four questions, which helped reveal the researched issues in more
detail for both the respondents and the researchers.

The questionnaire used a Likert scale (Jotform, 2022) ranging from 1 to 5
(where 1 stood for totally disagree, and 5—meant completely agree).

The estimated value of the answers to one specific question is calculated
according to formula (1):

(@, X 0.0+ b, X 0.25 + ¢, X 0.5 +d, X 0.75 + f, X 1.0)
X = ~ x100% (1)
1

where x,,—the value of the answers according to the n-th question in the question-
naire; a,—the number of respondents who answered ’totally disagree’; b,—the
number of respondents who answered ’disagree’; c,—the number of respondents
who answered ’neither agree nor disagree’; d,—the number of respondents who
answered “agree’; f,—the number of respondents who answered ’completely agree’;
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Fig. 2 Results of the survey of experts in the field of cryptocurrencies

N;—the number of respondents who answered the question. The value of the indica-
tor is expressed as a percentage.

Participants in the cryptocurrency market (managers of centralised crypto
exchanges (CEXs), developers and managers of crypto projects, and active
members of crypto forums) were contacted for survey completion. These contacts
were reached through social media channels such as Telegram, LinkedIn and
Facebook (over 2000 invitations to participate in the survey were sent).

The responses were screened for quality assurance, and the total number of
fully completed and usable responses was 300. The final pool of expert responses
was obtained from five European countries (France, Germany, the UK, Italy and
Liechtenstein).

The demographics of the respondents were 216 men (72%) and 84 women
(28%); the average age of all respondents was 37 years. This demographic
distribution reflects a predominant male representation in the cryptocurrency
field (Aju & Burrell, 2023).

The data were collected between January and March 2023. To maintain the
validity and reliability of the data, the main principles of data collection were as
follows: use of various sources of information, obtain informed consent, ensure
confidentiality and anonymity, preserve the chain of evidence, minimise biases,
and analyse and discuss the findings.

Analysis of the legal framework for the regulation of cryptocurrencies was
carried out according to the following criteria: (1) recognition and classification
of cryptocurrencies in the country; (2) availability of special legislation; (3) the
presence of a particular state institution for the regulation and supervision of
crypto assets; (4) approaches to the analysis and assessment of risks, in particular,
the risks of liquidity and volatility of value, investment risk, risks of money
laundering and terrorism financing, and fraud risks; (5) procedure for taxation of
operations with crypto assets; and (6) the level of responsibility for violations of
legislation in the cryptocurrency field.
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Fig.4 Prospects for improving the effectiveness of cryptocurrency regulation

Based on the crypto regulatory framework analysis, the best European practices
of such regulation were determined, and proposals were developed to improve the
effectiveness of crypto regulation at the supranational level.
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5 Results

With respect to H1: Crypto experts in France, Germany, the UK, Italy, and Liech-
tenstein were surveyed to determine experts’ views on crypto regulation. As such,
from HI1 (having a single regulatory body within the EU framework) to H4 (rules
for licensing of crypto asset operators), the level of efficiency of the regulatory sys-
tem of each studied country was compared. The results of the survey are shown in
Figs. 2, 3 and 4.

The data in Fig. 2 show that respondents from all surveyed countries chose
"lack of a clear classification of cryptocurrencies and crypto assets" as the main
problem in the sphere of crypto regulation. This confirms that the lack of a precise
classification of cryptocurrencies and crypto assets complicates the application of
existing regulatory acts to regulate the crypto market.

With respect to H2, respondents attributed cryptocurrency regulation’s other
weakness to the "lack of harmonised legislation". Some countries have complex
and fragmented regulatory rules, with different authorities having jurisdiction
over crypto assets (Money Gate, 2023). There are also no harmonised rules at the
pan-European level. Therefore, this leads to additional risks for cryptocurrency
market participants, including the state, which is exposed to risks such as money
laundering and tax evasion.

The next problem chosen by the respondents is the lack of a single regulatory
body empowered to regulate and scrutinise crypto-asset transactions. Assigning
supervisory functions and regulating cryptocurrencies to non-specialised
supervisory bodies reduces the effectiveness of such regulation. In addition, an
equally important problem of the crypto-legal framework is the lack of clear rules
and requirements for licensing activities involving transactions with crypto assets.

A survey on the effectiveness of current legal frameworks in selected countries
allowed us to conclude that France’s and Liechtenstein’s legal systems are the most
effective (Fig. 3).

With respect to H3, the survey results show that respondents from France and
Liechtenstein express the most profound concern about their national legislation,
which lacks a comprehensive classification of crypto assets, the creation of clear
rules of activity in the crypto market and the licensing of this activity. A regulatory
environment that reduces the use of cryptocurrencies for money laundering is also
evident. Moreover, it is worth noting that the respondents from all the countries
answered the fourth question about AML legislation positively. This choice can
be explained by the fact that the Financial Action Task Force (FATF) has already
developed clear rules for combating money laundering and terrorist financing at the
supranational level, which were implemented in national legal acts (FATF, 2023).

With respect to HS, the question of recognising cryptocurrency as a legal tender
(Fig. 3) indicates that none of the countries under study has legally recognised
cryptocurrencies (or one of them). In our view, the non-recognition of highly
capitalised cryptocurrencies such as Bitcoin, Ethereum or Tether as the legal means
of payment complicates the formation of the regulatory framework.
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5.1 National regulation analysis

France: As of January 2023, the French regulatory framework, unlike those of other
countries under study, offers a broad classification of cryptocurrencies, namely: a
digital asset that includes two subcategories (utility tokens and virtual currencies),
stablecoins and security tokens (O’Roker & Lourimi, 2023). Cryptocurrencies can
be classified as securities under AMF regulations (AMF, 2020). If a cryptocurrency
is deemed to meet the definition of security, it is subject to the same regulations as
traditional securities.

The French classification of crypto is incomplete because the classification of
non-fungible tokens (NFTs) and DeFi is not considered. However, the AMF, as the
French financial market regulation authority, emphasises that NFT regulation can
be carried out depending on the token characteristics. In some cases, NFT may be
subject to digital assets.

Germany: Cryptocurrencies are classified as financial instruments (Stamm &
Meinert, 2022). Unlike France, Germany’s legislation defines only the concept
of crypto assets (without proper classification), which follows from the directives
and recommendations of the financial authorities of the European Union.! Crypto
assets are defined as digital representations of value not issued or guaranteed by the
central bank or any government authority and are not necessarily tied to any legal
currency (BaFin, 2022). Crypto assets do not have the legislative status of money.
Nevertheless, they can be accepted by any natural or legal entity as a means of
exchange and can be transferred, stored and traded electronically. As such, crypto
assets are subject to the same regulations as other financial instruments, including
securities, derivatives, and investment funds (Stamm & Meinert, 2022).

Italy: The regulation of cryptocurrencies in Italy lacks legal authority. Italian
legislation does not specify the definition of ’cryptocurrency’ (Donna & Vella,
2023). Additionally, there are no approved rules for regulating either blockchain or
cryptocurrencies in general. Moreover, the use, exchange and storage of different
cryptocurrencies are not prohibited (Donna & Vella, 2023). Italian law views crypto
assets as financial products rather than as financial instruments. Accordingly, the
regulation of crypto assets is simplified.

Despite insufficient crypto regulation, Italy imposed AML and KYC requirements
on crypto exchanges and wallet service providers (Lener et al., 2022). It should also
be noted that in court cases and activities of the Central Bank of Italy, the Directives
of the European Union are used (in particular, EU Directive 2016/0208 — the AML 5
Directive) (Donna & Vella, 2023).

Notably, for countries that do not have their own legislation on crypto regula-
tion, the external rules of authorities such as the FATF and the European Union are

! The classification of cryptocurrency in Germany is based on the interpretation of the European Union’s
Markets in Financial Instruments Directive IT (MiFID II), which defines financial instruments as any con-
tract that gives rise to a cash settlement or that can be traded on a financial market.
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fundamental. This approach helps countries lacking national regulation form legisla-
tion and provides critical aspects for effective crypto regulation.

UK: The leading financial regulatory body is the Financial Conduct Authority
(FCA), and operations with crypto assets are regulated primarily by FCA (2019).
The FCA works closely with other regulatory bodies (the Bank of England and the
Prudential Regulation Authority (PRA)) to ensure that the UK’s approach to crypto
regulation is comprehensive and practical (GOV.UK, 2023).

In the UK, as in France, the classification of crypto assets was carried out at the
policymaking level by the UK Cryptoasset Taskforce’ (Cryptoassets Taskforce,
2018). However, unlike France, the United Kingdom has recognised ’exchange
tokens’ that use a DLT platform. They are not issued or backed by a central bank
or other central authority and do not provide the rights or access that security or
utility tokens provide (Huang, 2021). They are used as a medium of exchange or for
investment.

In addition, in the UK, other types of tokens, such as security tokens, software
tokens and electronic money tokens, meet the definition of electronic money under
the Electronic Money Regulation (EMR) (Huang, 2021).

At the same time, there is no dedicated legal framework (as of May 2023) for
regulating crypto assets in the United Kingdom, which leads to fragmented coverage
of crypto activities. For example, even though the UK Cryptoassets Taskforce
defines exchange tokens as a type of crypto asset, transactions with such tokens are
not regulated by the Bank of England (participant in the working group). The Bank
of England does not recognise exchange tokens as a means of exchange or payment
(Kerrigan et al., 2023).

The UK follows the rules for combating money laundering and terrorist financing
in regulating operations with crypto assets based on the EU’s fourth and fifth AML
directives on money laundering and terrorist financing (Kerrigan et al., 2023). Under
these directives, virtual currency exchanges and custodian wallet providers are
considered ’cryptocurrency businesses’ and must register with the FCA and comply
with AML regulations (FCA, 2022).

It can be seen that UK regulation of transactions with crypto assets contains
many gaps. In particular, the exchange tokens were not recognised by the Bank of
England as legal tenders. It does not regulate purchase and sale agreements through
the mediation of cryptocurrencies. In addition, the UK legislation does not contain
clear rules for regulating NFTs and DeFi.

Liechtenstein: The regulation of crypto asset transactions is based on the
Liechtenstein Token Act (Nigele, 2020). The main feature of this law is the
definition of ownership of tokens, which cannot be property in the traditional sense.
For this purpose, the legislature introduced the concept of a key, which allows the
disposal of tokens since the token itself cannot be owned because it is assigned to
a particular address in the DLT. Thus, to eliminate legal conflicts regarding the

2 In 2018, the Cryptoassets Taskforce (as a working group) was established in the UK and brought
together the HM Treasury, the Financial Conduct Authority and the Bank of England to coordinate
crypto responses.
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ownership of tokens, the law proposed the term "person entitled to dispose of the
token" as equivalent to "the person who owns the token". The introduction of this
term is also aimed at preventing the use of stolen tokens and their keys. For this
purpose, the Token Act contains requirements for registering subjects carrying out
transactions with crypto assets (Négele, 2020).

All other operations with crypto assets, such as ICOs, are not regulated by the
Liechtenstein Token Act since Liechtenstein is a member of the European Monetary
Union. Therefore, the financial market is regulated under EU directives (Singh,
2020).

Moreover, introducing the term "the person who has the right to dispose of
the token" significantly simplifies the identification of individuals and legal
entities that can carry out transactions with cryptocurrencies. However, the crypto
regulation in Liechtenstein, like the legislation of the other countries under study,
does not regulate transactions with NFTs or decentralised finance. This reduces the
effectiveness of the Liechtenstein legislation and increases money laundering risks
in this area.

In conclusion, harmonising the regulation of operations with crypto assets across
Europe is paramount for those involved in the crypto market. Currently, European
countries have different rules and approaches to regulation. While the EU recognises
the need to standardise international regulations to combat money laundering and
terrorist financing, its cryptocurrency regulatory activities have been slow and
fragmented.

5.2 EU regulation

In relation to H1, as of April 2023, the EU has yet to adopt a legal instrument for
crypto assets across its borders. Nonetheless, several measures have been proposed
by the EU Commission to regulate these digital assets and prevent their misuse
for money laundering and terrorist financing activities. These measures include
the Sixth Anti-Money Laundering Directive (6AMLD), which requires crypto-
asset service providers to register with national authorities, adhere to anti-money
laundering regulations and report suspicious transactions.” Additionally, the EU
has proposed a set of rules known as the Markets in Crypto-Assets Regulation
(MiCA) (Europarl.europa.eu, 2022a). The 6AMLD seeks to address gaps in
domestic legislation across EU Member States by harmonising definitions of money
laundering and virtual assets across all EU nations.

One of the primary effects of the 6GAMLD is that all companies regulated under it
must adopt a risk-based approach to preventing and reporting crime and developing
technological procedures under EU 6 AMLD requirements (Finance.ec.europa.eu,
2021).Furthermore, companies must have sufficient technology capacity to conduct
processes such as KYC. A total of 22 predicate offences were identified, including,

3 Proposal for a Directive of the European Parliament and of the Council on the mechanisms to be put
in place by the Member States for the prevention of the use of the financial system for the purposes of
money laundering or terrorist financing and repealing Directive (EU) 2015/849: https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=celex%3A52021PC0423.
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most notably, cybercrime, digital crime, tax crime, insider trading and market
manipulation, and environmental crimes (Benson & Adamyk, 2022). All companies
and organisations must establish safe KYC procedures and be able to identify these
types of crimes (LexisNexis, 2022).

To establish a universal approach to regulating operations with crypto assets
in the territory of the EU, the European Commission developed the Regulation of
the European Parliament and the Council on Crypto-asset Markets and Amending
Directive (EU) 2019/1937 (Europa.eu, 2022). This set of rules, known as MiCA,
seeks to create an oversight framework for crypto assets, including regulations for
issuers, service providers and secondary market participants (Europarl.europa.eu,
2022a).

The primary objectives of this regulation are: (1) to provide more clarity on
reducing the risks of fraud, hacking and market abuse, as well as to explain the
consistency with the upcoming revision of the anti-money laundering legislation;
(2) to better explain the problems of financial stability related to "stablecoins"
and clarify how supervisory authorities will ensure the protection of investors and
consumers (Europa.eu, 2022).

This regulation ensures crypto asset traceability while providing a regulatory
framework for digital asset businesses for the first time. This legal document
establishes a uniform field of activity and regulates the operations of various players
in the cryptocurrency market (crypto exchanges, issuers of crypto assets, virtual
assets service providers).’

MiCA focuses on establishing compliance between the definition of "crypto
assets" and the definition of "virtual assets" outlined in the recommendations of the
FATF (FATF, 2023). This approach proves that regional and national regulatory
bodies in financial markets are guided by international (global) documents and rules
on combating money laundering, emphasising the importance of creating a global
convention to regulate transactions with crypto assets.

The MiCA framework applies to crypto assets not yet regulated by other EU
financial legislation (Borg et al., 2022). MiCA rules provide legal certainty for
market participants and encourage innovation in a single market with a new EU
passport for cryptocurrency service providers (Adamyk & Benson, 2023).

Nevertheless, the MiCA regulation will not provide a comprehensive framework
of the crypto asset market, as it defines only three types of crypto assets to which the
rules cover, i.e.: (1) crypto assets that are intended to provide digital access to goods
or services available in DLT and that are accepted only by the issuer of this token
("utility tokens"); (2) tokens related to assets, i.e. tokens that aim to support a stable
value by referring to several currencies that are legal tender, one or more goods,
one or more crypto assets or a basket of such assets (including stablecoins backed

* The new MiCA regulations are expected to go into effect in 2024, following a final agreement that
reached in April 2023.

5 The MiCA regulation extends the Financial Action Task Force’s “Travel Rules’ to crypto assets, requir-
ing originators and beneficiaries of all transfers of digital funds to share identifying information. This
new regulation strengthens the European anti-money laundering system, reduces fraud risks and makes
transactions with cryptocurrency assets more secure.
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by commodities, or one or several currencies); and (3) electronic money tokens—
crypto assets intended mainly as the means of payment aimed at stabilising their
value by reference to only one fiat currency (stablecoins backed by a single fiat cur-
rency) (Van der Linden & Shirazi, 2023).

MiCA regulation effectively rules out the use of algorithmic stablecoins. It
also forces stablecoins backed by fiat currencies to adhere to strict requirements,
including maintaining a liquid reserve with a 1:1 ratio to stablecoin. The
comprehensive framework of MiCA extends beyond these initial measures,
encompassing a range of additional obligations for stablecoin issuers. These include
implementing robust procedures to protect backing and reserve assets, establishing
mechanisms for addressing complaints, and safeguarding against market abuse and
insider trading (Europarl.europa.eu, 2022a). MiCA requires a designated reserve of
assets, separate from other operational assets, to be maintained. This reserve must
be held in custody by an independent third party, ensuring an added layer of security
and transparency in the stablecoin ecosystem (Europarl.europa.eu, 2022b). Such
measures indicate the EU’s proactive attitude toward establishing a regulated and
secure environment for the growing sphere of digital assets.

Due to its lengthy legislative process and rapid developments in the virtual and
asset markets, MiCA still requires updating even though it has not yet taken effect.
For instance, its rules do not address some recent innovations such as DeFi, non-
fungible tokens and non-transferable tokens (Kafteranis & Turksen, 2022). The
decentralised nature of DeFi and the lack of a central entity pose possible challenges.
The MiCA regulation does not explicitly mention DeFi. Nonetheless, there have
been suggestions to indirectly address this issue by implementing rules that apply
to stablecoins, which are crucial for executing DeFi protocols and regulating digital
asset service providers (Eurofi, 2022).

To propose ways to expand regulatory influence on all existing groups of crypto
assets, it is important to consider another result from our questionnaire (Fig. 4).

As shown in Fig. 4, respondents called for an international, global approach to
regulating operations with crypto assets. On the other hand, there is already positive
experience in the regulatory environment of operations with crypto assets by the
FATF, which at the global level has developed rules to combat money laundering
using cryptocurrencies.

6 Discussion

An analysis of national legislation regulating operations with crypto assets and
MiCA proposals shows that neither national legislation nor legislation of the EU
covers all groups of crypto assets with regulatory rules, particularly NFTs and DeFi.

A first step toward forming a future global approach to regulating operations with
crypto assets should be the development of an international standard for the regula-
tion of the crypto asset market (Morton, 2020; Shinde, 2022). The United Kingdom
and the EU already have experience with national-level regulation. Based on the
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EU, UK and US studies on regulating operations with crypto assets, the convention
should consider the key points summarised in Appendix 2.

Particular regulatory attention should be given to the specifics of NFT operations
because the existing legislation and MiCA do not provide sufficient clarifications
regarding procedures for regulating this type of crypto assets. However, one of the
starting points for the regulation of NFTs may be the proposal of the Law Commis-
sion of England and Wales to define NFTs as a third category of personal property—
a data subject (Moyle et al., 2022). Validating the NFT value minimises the risk of
overvaluing NFTs as digital artwork and, therefore, reduces money laundering.

Particular attention should be given to developing concepts for regulating
decentralised finance and smart contracts. While noting the progress made
in regulating centralised crypto markets, we also observe a notable absence:
regulations for DeFi transactions still lack consideration of anonymity and the
absence of intermediaries. While all DeFi transactions involving cryptocurrencies
are governed by rules applicable to centralised intermediaries, none of these
properties (anonymity and absence of intermediaries) are considered. Given
that DeFi transactions are usually anonymous, it is quite difficult to create a legal
framework and determine to whom to apply sanctions, for example, if DeFi market
projects do not have legal registration.

Regulators are faced with a complex problem—the modern system of regulation
(centralised finance) is based on the presence of intermediaries whose activities
are regulated and who are required to control their clients’ transactions. Regulating
centralised crypto exchanges followed a similar path, with requirements becoming
similar to those applied to banks—particularly regarding anti-money laundering.

A DeFi ecosystem is a closed system that rarely interacts with traditional finance.
The DeFi market is decentralised and borderless. Its participants do not interact
with centralised financial institutions. At the same time, participants in the DeFi
ecosystem are anonymous, and do not need to identify themselves.

For regulators, the anonymity of transactions is a significant problem. In the case
of DeFi transactions, it is practically impossible to block user accounts that have
received suspicious funds. For example, if such funds were received because of an
exchange (swap) on decentralised platforms (DEXs), the recipient does not know
whom they received the funds from. Even if they wanted, the account holder could
not identify from whom they received the questionable funds. Accordingly, bringing
the recipient to justice is impossible, and there is no legal ground for blocking their
accounts.

It is pretty tricky to interpret the legal norms introduced in the MiCA
unambiguously regarding the prohibition of the issuance of cryptocurrency if the
issuer is not legally registered and does not have legal status or licence.

For DeFi projects, such norms cannot be applied. Most DeFi projects do not have
a specific governing body to which MiCA regulations can be applied. Management
in most DeFi projects is carried out collectively by small anonymous ownership
of governance tokens. However, there is not a single governing body. Of course,
it is possible to ban the activities of DeFi projects in the EU territory if they do
not comply with the MiCA rules. However, such a step is unlikely to make a large
difference for DeFi market participants since DeFi projects do not require legal
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registration. Accordingly, it is impossible to determine the place of operation (in the
EU or not) since all operations are virtual and are carried out over the Internet.

Certain EU regulators have voiced doubts about the authenticity of the
decentralised nature of DeFi platforms, as a central development team currently
operates some of them and follows standard governance guidelines in most cases
(Born et al., 2022). In our opinion, in such a scenario, the owners of significant
participation in DeFi projects will try to veil their significant influence on the
management of the project as soon as possible. Their votes will be dispersed among
many anonymous holders of management tokens.

We concur with (Capocasale & Perboli, 2022; Malkoc et al., 2021; Salami, 2021)
on the need to synchronise the terms of “smart contracts” with the norms and laws
on the protection of consumers’ rights, which are mandatory in regulatory acts of
the banking and financial industry. Standardisation of smart contracts will protect
consumers’ rights without diminishing the main advantages of smart contracts, such
as transparency, decentralisation, immutability, elimination of intermediaries, and
reduction of transaction costs.

To minimise the risks of money laundering and tax evasion, regulatory bodies
should develop particular approaches to regulating financial transactions using smart
contracts. First, we recommend establishing a minimum amount for transactions
made through the execution of a smart contract, which will be subject to inspection
by regulatory authorities, similar to financial monitoring. Verifying such
transactions is possible by the smart contracts that are part of the blockchain code.
Second, it is advisable to introduce requirements to businesses for the registration of
smart contracts in a designated register together with the registration of transaction
parties. Third, in some cases, smart contracts may require inputs from outside the
DeFi ecosystem to validate the conditions specified in smart contracts. These inputs
may be provided by intermediaries called "oracles" (Malkoc et al., 2021).

It is crucial to introduce responsibility for examining smart contracts used for
money laundering. The registration of smart contracts can be implemented using
an analog of the Ukrainian state service "Diya" (Musienko, 2023). In this case,
state regulatory bodies of financial markets, mainly tax services, can analyse smart
contracts for tax evasion or financial transactions. Moreover, such a service can
provide a high level of automation in smart contract registration.

Of course, limitations exist in the regulatory process of crypto assets, particularly
for their groups, such as NFTs and smart contracts, in decentralised finance. The fact
is that no mechanism would successfully analyse those smart contracts implemented
on platforms that do not require any data from clients for verification (except for
an e-mail address and confirming code words). Moreover, linking smart contracts
and transactions to the blockchains will improve the ability to analyse decentralised
finance in the future.

The contribution to the research also derives from the contrast of hypotheses.
The study’s results support H1, highlighting the need for a single regulatory body to
enhance the effectiveness of EU cryptocurrency regulation. We agree with respond-
ents that the lack of a single regulatory body with the authority to regulate and
control transactions with crypto assets is a significant problem for most countries.
Assigning separate functions of supervision and regulation of crypto operations to
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non-specialised supervisory bodies reduces the effectiveness of such regulation.
MiCA regulation can improve the efficacy of crypto regulation in the EU by provid-
ing a unified supervisory framework.

Regarding the second hypothesis, the findings partially support H2. While the
EU-wide harmonisation suggested by MiCA can improve the effectiveness of EU
cryptocurrency regulation, the results also highlight the need for further regulation
to cover all groups of crypto assets, such as NFTs and DeFi, which currently need to
be adequately addressed. More coherent legislation is needed. Most countries at the
national level do not have legislation that covers all aspects of the crypto ecosystem.
Some countries have complex and disparate regulatory rules, and different
regulatory bodies have jurisdiction over crypto assets. The lack of agreed-upon rules
for regulating the crypto market at the global level leads to additional risks for all
crypto market participants, including the state, as the risk of using crypto assets for
illegal activities increases.

The results of this study also support hypothesis H3, underlining that the
precise classification of crypto assets can enhance the effectiveness of EU crypto
regulation. The respondents from all surveyed countries considered the lack of a
clear classification of crypto assets the main problem in crypto regulation. This is
important since legal uncertainty in the interpretation of crypto assets leads not only
to a slowdown in the development of the crypto market due to the cautious attitude
of institutional investors but also to complex legal processes caused by the lack of
unified legal norms.

Regarding H4, the findings underscore the need for rules and licensing of
crypto asset operators. This research admits progress in regulating centralised
cryptoexchanges and suggests considering the unique features and challenges of
DeFi transactions.

The research findings partially support H5. While the results acknowledge the
importance of national legislation identifying cryptocurrencies as legal tenders,
they also stress the need for comprehensive EU-level regulation, such as MiCA, to
guarantee efficient regulation of cryptocurrencies across borders.

The results of this study also support H6 by highlighting the role of effective
EU crypto regulation in minimising the misuse of crypto assets, such as money
laundering and financing terrorism. This research discusses the challenges posed
by the decentralised nature of DeFi transactions and the anonymity of participants,
revealing the importance of sufficient regulation to address these issues.

This research is not without its limitations. The sample of respondents was con-
structed based on a convenience approach. The evolving nature of DeFi and other
novel FinTech technologies also restricts the pool of experts. Finally, the legislation
is evolving, and it is conceivable that the respondents may not be fully aware of the
developments in their countries and at the global level. We welcome further stud-
ies to test the results on a larger pool of respondents based on a random sample of
national experts.

The article does not mention detailed analyses of the regulation of CBDCs and
stablecoins, areas of significant interest and development within the cryptocurrency
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sector. This omission is premised on the focused exploration of issues regard-
ing illicit money flows within the cryptocurrency sector. We recognise the critical
importance of CBDC and stablecoin regulation, and we hope to address this gap
comprehensively within our forthcoming article.

7 Concluding remarks

Our study of the current state of legal regulation for cryptocurrency assets
transactions in France, the United Kingdom, Italy, Germany, and Liechtenstein
analysed existing regulatory acts, highlighting that there is no unified national legal
field in this area. A survey of experts on crypto assets in these countries confirmed
that European legislation does not establish a consistent legal framework for
effectively regulating crypto assets. Furthermore, analysis of the MiCA Regulation
indicates that only three groups of crypto-assets will be covered by regulatory rules
at the European Union level: exchange tokens, stablecoins and e-money tokens.
However, the regulation of transactions involving security tokens, NFTs and smart
contracts remains outside the scope of European legislation.

Opinions of experts in the field of cryptocurrencies gave grounds for the
conclusion that an international (global) convention for regulating cryptocurrencies
must be developed.

Based on an analysis of existing rules for regulating cryptocurrencies, the
article concludes that these rules are based on FATF recommendations on money
laundering. National regulatory acts or the results of court proceedings regarding
transactions with crypto assets are primarily based on AML/KYC requirements. The
MiCA Regulation is based on the rules on the disclosure of data from crypto-asset
issuers and participants in the crypto-asset market.

The article proposes areas that need to be addressed by an international regula-
tory standard for crypto assets. Recommendations for increasing the efficiency of
DeFi, NFT and smart contract regulation are provided.

Future research agendas on cryptocurrency regulation may focus on investigating
the impact of regulatory rules adopted by the EU and European countries on
the emerging cryptocurrency market, as well as on strengthening international
cooperation, analysing the impact of regulation on market behaviour, and creating
a comprehensive DeFi and NFT regulatory framework aiming to minimise illicit
activities in the crypto ecosystem.

Appendix 1: Questionary: "cryptocurrency regulation in europe:
expert perspectives”
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Block I: Problems of Crypto Regulation in Selected European Countries

1. To what extent do you believe that the lack of a single special regulatory body for cryptocurrency
regulation in European countries hinders the efficiency of cryptocurrency regulation?

[] Does not hinder at all [] Slightly hinders [] Moderately hinders [] Significantly hinders
[ Completely hindering

2. How important do you think harmonised legislation is for regulating cryptocurrencies in Europe?

[[] Not important at all [[] Slightly important [] Moderately important [[] Important
[ Extremely important

3. To what extent do you agree with the statement that the lack of a precise classification of
cryptocurrencies and crypto assets is a challenge in regulating cryptocurrencies in your country?

[ Totally disagree [[] Disagree [[] Neither agree nor disagree [] Agree [[] Completely agree

4. To what extent do you agree with the statement that the lack of clear rules for licensing
cryptocurrency market participants in European countries is a challenge in regulating
cryptocurrencies?

[ Totally disagree [[] Disagree [[] Neither agree nor disagree [] Agree [[] Completely agree

Block II: Current Efficiency of Cryptocurrency Regulation

5. To what extent do you agree with the statement that national legislation recognising cryptocurrencies
as legal tenders is vital for the efficient regulation of cryptocurrencies?

[ Totally disagree [[] Disagree [[] Neither agree nor disagree [] Agree [[] Completely agree

6. How effective do you think the current classification of crypto assets and regulatory environment for
transactions with each type of crypto assets is in the national legislation of your country?

[[] Not effective at all ~ [[] Slightly effective [[] Moderately effective ~[] Very effective  [] Extremely
effective

7. To what extent do you agree with the statement that the rules for activities in the cryptocurrency
market in your country are clear?

[ Totally disagree [] Disagree [] Neither agree nor disagree [] Agree [[] Completely agree

8. To what extent do you agree with the statement that the national legal and regulatory environment
minimises the use of crypto assets and blockchain technologies for money laundering operations?

[ Totally disagree [[] Disagree [[] Neither agree nor disagree [] Agree [[] Completely agree

Block I11: Improving the Efficiency of Cryptocurrency Regulation

9. To what extent do you agree with the statement that complete decentralisation of cryptocurrency
regulation is the way forward?

[ Totally disagree [[] Disagree [] Neither agree nor disagree [] Agree [[] Completely agree

10. How effective would you think a single special regulatory body for cryptocurrency regulation be in
improving the efficiency of cryptocurrency regulation in European countries?

[J Not effective atall  [] Slightly effective O Moderately effective [ Effective
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] Extreme effectiveness
11. To what extent do you agree with the statement that national legislation and the regulatory
environment should provide regulatory mechanisms for crypto market participants who are

residents but who operate with crypto assets at unregistered sites outside the country?

[ Totally disagree [] Disagree [[] Neither agree nor disagree [] Agree [[] Completely agree

12. How important do you think it is to create national legislation in the field of crypto regulation based
on an international convention on the regulation of cryptocurrencies?

] Not important at all [[] Slightly important ~ [] Moderately important ~ [] Important
] Extremely important

Appendix 2: Proposals regarding the architecture of the international
convention for the regulation of crypto assets

Type of proposal Explanations

Recognition of means Recognising exchange tokens as a means of payment and exchange can be
of payment made by analogy to cash functions. The same rules to exchange tokens as for
cash and noncash transactions regulation can be applied

Procedure for issuing  Publication of a The emission document’s publication aims to disclose
crypto assets special document information about the issuer and tokens
(prospectus)
Obtaining permission ~ Obtaining permission from a particular body regulating
from the regulatory the crypto asset market to issue tokens
authority
The procedure for A set of rules for advertising to attract investors to invest in tokens or projects
financial promotion  related to developing crypto assets should be unified
Risk management Risks associated with ~ Risk management in crypto assets related to
procedure money laundering money laundering is fully described in the FATF

recommendations. They should be implemented
internationally to regulate crypto assets

Investment risks The MiCA Regulation provides financial requirements
for token issuers and the formation of reserves that
can partially cover such risks. After the adoption of
MiCA, only financially capable companies can issue
tokens associated with assets (stablecoins). The risks
of other types of coins need clarification

Liquidity risks

Responsibility of The nature of the liability of crypto asset market participants can be divided
crypto asset market  into two groups: (1) the liability of issuers for nonreceipt of permits for
participants issuing and the lack of registration with the competent regulatory authority;

(2) liability for money laundering with cryptocurrencies. It is advisable to
establish the amount of liability under the FATF recommendations for money
laundering and under the sanctions of national regulatory authorities of finan-
cial markets applicable to unregistered participants
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Type of proposal Explanations
Requirements for It is advisable to build national legislation on the principle of codification,
national legislation where all the norms of regulation of the crypto asset market will be collected

in one law, and one section of the law will be allocated to each crypto asset.
More detailed regulatory norms can be outlined in a special instruction of the
regulatory authority. This approach will make it possible to combine parts

of existing regulations devoted to regulating cryptocurrencies in one law and
ensure the clarity of regulation for all participants in the crypto asset market

Requirements for As in the case of a single law regulating the crypto asset market, it is advisable
national regulatory to create or provide crypto asset regulatory functions to an existing body.
authorities Such a body can be built on the example of a macroprudential regulator. The

existence of a single body for regulating and supervising the crypto asset
market will avoid duplication of functions and powers
Requirements for the The formation of a national system of statistics for the crypto asset market is
national system essential for the regulation and supervision of the functioning of the market.
of statistics of the Exchange tokens, e-money tokens and stablecoins should be included in the
crypto asset market state’s money supply. It will effectively assess the money supply and risks of
money circulation, which will correct the monetary policy signals

Built by the authors based on analyses of following sources: Europa.eu (2022), FCA
(2019), Fletcher et al. (2021), MiFIR (2014), FATF (2023), Kerrigan et al. (2023),
Lener et al. (2022), Donna and Vella (2023), Stamm and Meinert (2022), O’Roker
and Lourimi (2023), and Van der Linden and Shirazi (2023)
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