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A B S T R A C T

This paper applies social network analysis in two experiments. In the first experiment, social network analysis
is conducted on student friendship networks to find relational patterns. Then, three community detection
methods are used to divide the student network. The RSiena package is used to illustrate the coevolution of
friendship networks with smoking and drinking behavior. In this experiment, it was determined that in the
closed network, same-sex reciprocated relationships are preferred. The second experiment analyzes a weighted
trust network that involves users trading with Bitcoin on the BTC-Alpha platform. Since the dealers of Bitcoin
are anonymous, there is an urgent need to record every dealer’s credit history to prevent fraud and other
security problems. The second experiment aims to improve security problems within the Bitcoin trust network
by applying social network analysis.
. Introduction

Social network analysis (SNA) is a research method that analyzes
he relationship of a group of entities, which can be individual persons
nd organizations, communities, companies, countries, or other col-
ective groups. The phenomena or data reflected by their relationship
odels are the focus of network analysis.

This paper applies SNA techniques to two different networks. Firstly,
n adolescent friendship network, and secondly, a Bitcoin trading
etwork. The research aims of the network analysis are to analyze
ow the networks are organized and to discover how networks are
ffected by the behavior of the individuals within them. After applying
arious community detection algorithms, the results are evaluated,
nd their advantages and disadvantages are discussed. Finally, the
ehavior-related effects on network evolution are analyzed by using
he R package ‘RSiena’ [1].

Adolescents are a group worthy of being studied as adolescence is
ritical in the transition from childhood to maturity, involving many
odily, emotional, cognitive, and attitude changes. Social network
nalysis can reveal the connections between adolescents and their
eers and how they affect their alcohol consumption and smoking
abits [2]. Therefore, understanding these relationships can increase
ur understanding of how adolescent health and academic performance
an be improved.

Bitcoin (B) is a cryptocurrency invented to be the intermediary
or online exchange with strong cryptography technology, designed by
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Satoshi Nakamoto, an unknown person or group of people, in 2009.
Bitcoin has quickly been popular as an investment on the market for
its strong security and anonymity. According to research conducted by
the University of Cambridge [3], 2.9 to 5.8 million unique users were
using a cryptocurrency wallet, most of them using Bitcoin.

However, some regulators have released warning messages about
adopting this innovative electronic cash. One of the reasons for this
is because Bitcoin, and cryptocurrencies in general, are independent
of any centralized regulatory authorities. Therefore anyone can anony-
mously make transactions by installing cryptocurrency client appli-
cations. Due to their anonymous nature, cryptocurrencies are often
used in illegal transactions. Their high price volatility, electricity con-
sumption, and lack of regulation are often used to criticize the use of
cryptocurrencies. Therefore, the second experiment aims to analyze the
Bitcoin user trust network to improve the privacy and security problems
by means of SNA approaches, including centrality analysis and link
analysis.

When applying SNA, identifying communities can provide informa-
tion about how the network is organized. However, how to approach
community detection (also known as a graph or network clustering)
in the network is an unclear problem. There are no clear guidelines
on how to evaluate the performance of different algorithms and how
to compare them. In addition, in most social network analysis ap-
plications, the individual behaviors and attitudes of group members
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and the network structure of social relationships between them are
often interdependent naturally [4]. There are two important concepts
related to this: homophily and assimilation. Homophily refers to the
likelihood of similar people forming relationships with each other
compared to dissimilar people. At the same time, assimilation refers
to the phenomenon where people adapt their behavior to match their
friends’ behavior [5].

2. Related works

Several studies have been conducted to analyze social networks. By
reviewing related literature, this paper learns about concepts related
to the characteristics and analysis methods of social networks, such as
homophily and assimilation in terms of characteristics, and centrality
analysis, community detection in terms of analysis methods. Based on
these fundamental concepts, this paper applies social network analy-
sis to two different domains to show its usability and usefulness for
decision-making.

2.1. Adolescent-related social network analysis

In [6], actor-driven models for the coevolution of networks and
actor characteristics were presented. According to the joint dynamics of
friendship networks research, the strength of homophily and assimila-
tion processes is evaluated using SIENA software. They concluded that
connections are typically avoided unless there exists a desirable out-
come for engaging in a relationship, such as reciprocation of transitive
embeddedness.

The research of [7] was conducted to map relationship profiles
between teachers at a high school in Alberta, Canada, using UCINET,
which is a software package for the analysis of social network data.
Teachers were asked about the strength of their relationships with
others, including questions about whether they socialized with other
teachers outside of school hours, whether they engaged in conversa-
tions regularly, whether they would seek advice from others, or if they
knew the names of the other teachers. Their analysis found that the
network revolved around a small number of dominant people, which
in this case were the secretary, principal, and vice-principal.

The research conducted in [8] looked at smoking behaviors within
a multitude of high school friendship networks in Finland and how
people within the networks were influenced by their peers. They used
RSiena package to measure reciprocity, transitivity, and other metrics.
They found that the smoking behaviors of ones’ friends influenced their
smoking behavior. Furthermore, they found non-smokers preferred to
form relationships with other non-smokers and that smokers preferred
to form relationships with other smokers.

Similarly, in [9], the evolution of smoking behavior in adoles-
cent friendship networks was also explored by the same group of
researchers, this time additionally accounting for parental and sibling
smoking behavior across six European countries. In addition to again
finding that smoking behavior is largely influenced by their connected
friends, they also found that adolescents with at least one smoking
parent were more likely to smoke and slightly more likely to smoke
when at least one of their siblings did.

In the study by Rambaran et al. [10], the dynamic interactions
between friendships and bullying relationships were investigated based
on social network analysis. The authors collected a sample of 481
students from 19 primary school classrooms with equal sample sizes of
males and females aged 8 to 12 years. They analyzed these samples on
the basis of a relational framework and found that when two children
picked on the same child, a friendship is likely to form between the
two children and children are likely to bully their friends’ victims.
Likewise, when two children are harassed and harmed by the same
bully, a friendship may form between them and children are likely to
be victims of their friend’s bully.
2

In a study also based on social network analysis, Long et al. [11,
12] placed their focus on the processes of peer marginalization, peer
withdrawal and homophily associated with adolescent health status. In
Long et al.’s research in 2020, they studied the relationship between
anxiety disorders and disruptive behavior disorders in adolescents and
adolescent friendships using social network analysis. They collected
a dataset of 602 samples from four Scottish secondary schools. The
study participants were all 15-year-old students. The results of their
research indicate that disruptive behavior disorders are likely to be
socially aggregated (e.g., homophily)and socially rewarding (e.g., peer
popularity), whereas anxiety disorders do not have this tendency [11].
In the second study to investigate the connections between adolescents’
chronic health conditions and their friendships with peers [12], they
used a dataset of 461 samples from six small high schools in the
United States. The results of the analysis were quite different from
those of previous studies. Their findings suggest that the social network
structure of adolescents with chronic illnesses was not significantly
different from that of their peers without chronic illnesses, whereas
previous studies have argued that the difference is significant.

The research by McCann et al. [13] aimed to examine the relation-
ship between mechanisms associated with parental control, adolescent
secrecy and the school environment and patterns of adolescent drinking
frequency. Using a study of students aged 11 to 15, they found that
teenagers had a tendency to imitate the drinking levels of their peers
and that regular drinkers tended to make friends with those who
had a similar drinking level to them. In addition, those who were
highly controlled by their parents did not have a tendency to make
friends with their less controlled peers, while teenagers who were less
controlled were more inclined to make friends with each other. The
tendency to befriend highly secretive peers was only found in boys’
schools.

Adams et al. [14] employed longitudinal, complete friendship net-
work data from two high schools to investigate the bidirectional as-
sociation between students’ healthy lifestyles and friendship networks.
According to their results, lifestyles among friends are more similar
than those among non-friends. This is partly because adolescents tend
to be friends with people who have similar lifestyles and partly because
friends also influence each other in terms of their lifestyles.

2.2. Cryptocurrency-related social network analysis

The network modeling process for cryptocurrency transaction data
differs from conventional ones in that heterogeneous blockchain data
from a number of sources must be processed. In Ethereum, for instance,
there are two types of accounts: the contract account and the externally
owned account (EOA). In addition, in Ethereum, transactional connec-
tions have a variety of meanings, including smart contract invocation,
smart contract deployment, and money transfer. As a result, modeling
the interactions between things in a blockchain system is a difficult
task [15].

Complex network theory has been applied to model and study the
cryptocurrency transaction network. For example, according to Maesa
et al. [16] and Alqassem et al. [17], the Bitcoin network’s size is grow-
ing faster than linearly. Moreover, the Bitcoin transaction network is
getting increasingly dense and this densification adheres to the power-
law rule. Javarone and Wright [18] and Ferretti and D’Angelo [19]
also evaluated the ‘‘small world’’ phenomenon of the cryptocurrency
transaction network by computing the average shortest path.

Chen et al. [20] employed the PageRank to rank the top ten nodes
in the contract invocation graph (CIG), contract creation graph (CCG),
and money flow graph (MFG). They discovered that financial applica-
tions are critical in cryptocurrency transaction relationships. Moreover,
their research in 2020 [21] shows that there is a high frequency of
transactions between the top traders in the Ethereum ERC-20 ecosystem
selected by PageRank. ERC-20 is the most widely used Ethereum token
standard.
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Aside from the studies on cryptocurrency transaction relationships,
Okorie [22] employed the network analysis of the Bitcoin and Ethereum
markets to construct the Electricity-Crypto Network (ECN) system and
studied the information spillover and connectedness in it.

Jiang X-J and Liu XF [23] attempted to uncover the reasons for
the increase and fall of CryptoKitties as the first blockchain game
by analyzing its whole history of player activities. In their study, a
temporal kitten ownership transfer network was constructed. A variety
of network parameters were analyzed for four phases: the priming
period, the rising period, the falling period, and the serenity. According
to their results, the primary reason for the game’s rapid growth was
the increased public attention resulting from the media. In contrast,
the primary reason for the game’s rapid decline was the limitations
of the blockchain system, an oversupply of kittens, a decline in player
revenue, as well as a widening divide between rich and poor players.

Park and Park [24] constructed the information network based on
cryptocurrency websites to investigate the local and global popular-
ity of the top cryptocurrency websites. Their results suggest that the
number of top-level domains and different metrics of social network
centrality is very effective in measuring cryptocurrency prices, trading
volumes and market capitalization. They also identified several of the
most popular cryptocurrency websites through network analysis and
concluded that the production and consumption of information about
cryptocurrency are centered in Europe and the Asia-Pacific region.

2.3. Research contributions

In this paper, we analyze an adolescent school network (Experi-
ment 1) and a bitcoin trader network (Experiment 2). We define and
measure the structural attributes and identify relationships within the
networks. In Experiment 1, we show how these structural attributes
and relationships contribute to the smoking and drinking behaviors
of the adolescents within the network. Previous studies have shown a
correlation between both drinking [25] and smoking [26] behavior and
academic performance. Understanding the factors that influence these
behaviors within school networks can provide teachers and parents
with a greater understanding of their students’ academic and health
needs. In Experiment 2, we analyze how the roles of important individ-
uals within the network contribute to the dynamics of cryptocurrency
networks, particularly with regard to the privacy and network security.

3. Methodology

The network needs to be refined into a limited set of key perfor-
mance indicators for effectively conducting analysis. These indicators
are used to evaluate the structure and relationships of the networks.

3.1. Network density and reciprocity

Network density illustrates the portion of the potential connections
in a network that are actual connections. The network density’s value is
between zero and one, where zero corresponds to a network with no re-
lationship, and one represents a network with all possible relationships.
Information in sparse networks is less likely to flow than information in
dense networks [27]. Reciprocity measures the likelihood that vertices
in a directed network will be linked mutually.

3.2. Network transitivity

Transitivity measures the density of loops of length three (triangles)
in a network. The transitivity of the network is also called the clustering
coefficient, divided into two types: global and local. The global one
gives an estimate of the overall degree of agglomeration in a graph,
while the local one measures the degree of agglomeration near each

node in the graph [28].
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3.3. Network centrality

Centrality analysis can be applied to find out the positions of nodes
on the network. Compared with density, reciprocity and transitivity,
which focus on the entire network or network subgroup, it analyses the
individuals within the network [29]. Some analysis measures include
degree centrality, betweenness centrality, and closeness centrality. De-
gree centrality is the most direct measure of node centrality in network
analysis. The degree of a node is defined as the total number of rela-
tionships involving the node. For a directed graph, it has measures of
in-degree and out-degree. Closeness centrality reflects how close a node
is to other nodes in the network and betweenness centrality calculates
the number of shortest paths through a point [30]. The core idea is
that the interaction between two non-contiguous members depends on
other network members, especially the members on the path between
the two members, which have some types of control or dependence on
the two non-contiguous members.

3.4. Community detection algorithms

Detecting communities may shed some light on the structure of the
network and give us the chance to observe small groups by classifying
the nodes with similarities [31]. However, community detection can
be an unclear problem. There is no explicit definition of what objects
need seeking, and there are no clear-cut guidelines on assessing and
comparing the performance of different algorithms [32]. Firstly, such
ambiguity leaves a lot of freedom to propose various approaches to the
problem. So, it often depends on the specific research question and the
network system being studied. Furthermore, this kind of blurred and
muddled situation does research in this field progress slowly. It has
sped up the prorogation of questionable concepts and methods [33].
In this paper, three techniques are used for community detection: the
Girvan–Newman Algorithm, Label Propagation, and Fast Greedy.

3.4.1. Girvan–Newman algorithm
The premise of the Girvan–Newman algorithm is that in a network,

the number of shortest paths through the edges inside the community
is relatively small, while that between the communities is relatively
large [34]. Based on this idea, the Girvan–Newman algorithm repeat-
edly calculates the shortest path of the current network, then deletes
the edge with the largest betweenness [35]. Finally, the algorithm stops
under certain conditions, and the community structure of the network
can be obtained.

3.4.2. Label propagation
Label Propagation is a graph-based semi-supervised learning ap-

proach. Its principle is to predict the unmarked node by using label
information of the marked nodes. The labels of the nodes are passed to
other nodes by similarity. The more similar the nodes are, the easier it
is to spread the labels [36].

3.4.3. Fast greedy
Fast Greedy is a fast community discovery algorithm based on the

greedy algorithm [37]. The basic idea is to first set each vertex in
the network as a separate community. Each iteration selects the two
communities that produce the largest module Q to merge until the
entire network merges into a community.

3.5. Rsiena

The R package ‘SIENA’ used is short for Simulation Investigation
for Empirical Network Analysis. According to the Stochastic Actor-
oriented models [38], models for repeated measures of social networks
are statistically estimated. It is a tool for analyzing the network panel
data, including two or more ‘waves’. The model provides a means to
quantify the ways how the behaviors of the actor in a dynamic social
network are influenced by the network structure and behaviors and
features of the ego and alters.
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3.6. Edge weight prediction

The Weighted signed networks (WSNs) can be described as the net-
works in which edges are encoded with positive and negative weights.
Therefore, they can capture many different types of social relationships
between people, such as positive and negative relationships, trust and
distrust, and like and dislike [39]. Kumar et al. [39] were the first to
provide an algorithm to predict edge weights in WSNs. They proposed
two innovative measurements of nodes’ behavior in predicting the
edges’ weights of WSNs. The first metric is the goodness of a node,
intuitively capturing the extent of trust or like of this node by other
nodes. In contrast, the fairness of a node is the second metric capturing
how fair the node is in rating the trust or likeability level of other
nodes. The results were also generalized and much more reliable as they
assessed the accuracy by implementing the method on six datasets.

4. Experiment 1: adolescent school network

4.1. Data and operationalization

The social network dataset studied in this report was collected from
the Teenage Friends and Lifestyle Study [40]. The sample covers a
cohort of adolescents at a secondary school in Scotland and Glasgow,
including friendship network data, alcohol consumption, smoking be-
havior, and other lifestyle variables such as leisure activities and music
taste. The information was traced over their second, third and fourth
years, starting in 1995 with pupils aged 12–13 and ending in 1997.
160 pupils participated in the study, of which 129 were present for all
three measurement points. Using this data, we analyzed the complete
cases for simplicity and there are no obvious qualitative differences
between the 129-pupil subsample and the full sample. Some questions
about cannabis consumption, taste in music, geographical information
and others were also asked, but this report will only focus on the part
of smoking, drinking behavior and social networks.

The friendship networks were formed by friendship choice informa-
tion on up to six friends. Participants were asked to write down the
names of people they consider to be friends and distinguish between
friends or best friends. The limitation of numbers is aimed to prevent
the creation of social networks with too few connections and avoid
subjects naming peers who are not close friends. In the data, the
average numbers of reported friends of the three-time points are 3.48,
3.44 and 3.59 and the modes are 3, 3 and 5, respectively. In addition,
only 12% of pupils named equal to the maximum number, indicating
that the upper bound of the maximum number of friends might not
affect the research results in this kind of degree.

For easy processing and analysis of data, the categorical values
collected by the questionnaires were numerically encoded. They are
shown as follows:

• Friendship: 1 represents ‘‘best friend’’, 2 represents ‘‘just a friend’’,
and 0 represents ‘‘no friend’’.

• Tobacco consumption: 1 represents no consumption, 2 represents
occasional consumption and 3 represents regular consumption
(more than once per week).

• Alcohol consumption: 1 represents no consumption, 2 represents
consumption once or twice per year, 3 represents consumption of
once per month, 4 represents consumption of once per week and
5 represents consumption of more than once per week

• Gender: 1 represents male, 2 represents female

4.2. Network visualization

Fig. 1 shows the friendship network of pupils at the first time point.
The size of the vertices is determined by the total degree, meaning
that larger nodes occupy a more important position in the network. It
was discovered that there exists a small and isolated group within the
network.
4

Table 1
Network analytics overview.

Density Reciprocity Transitivity

Time point 1 0.027 0.55 0.36
Time point 2 0.027 0.56 0.31
Time point 3 0.028 0.64 0.42

4.3. Descriptive node features

While visual networks are useful for high-level data inspection, one
of the essential features of social network analysis is quantifying the
characteristics of nodes on the network. Table 1 presents the figures for
density, reciprocity, and transitivity to give an overview of the whole
network.

4.3.1. Density
The density of this friendship network is approximately 2.7%. It is

a sparse network with relatively few edges. This is to be expected as it
is a friendship network with the limitation of naming up to six friends.

4.3.2. Reciprocity
Reciprocity reflects the fact that only half of the friends in this study

have confirmed each other, so there will be such a situation where one
regards the other as a friend, and the other does not think so. It was
also found that this value increased slightly by around 10% in the last
year’s observations, showing that their friendship with each other had
become stronger after two years. It might be an expandable topic in the
field of praxeology or psychology but will not be discussed in-depth in
this paper.

4.3.3. Transitivity
In the table, transitivity refers to global transitivity, which is calcu-

lated by disregarding direction. The changes in values indicate that the
interaction between the network is getting closely related.

4.3.4. Degree centrality
As the out-degree is limited to a maximum of six, it is no need

to pay attention to this measurement. By considering the in-degree of
nodes, it can be found that students 044 and 058 have relatively high
in-degree in the first two time points and in the fourth year (time point
3), 049 is the most important node. A person with a high in-degree of
centrality is an object that other people want to associate with. It can
be understood that he has a high reputation in this network, reflecting
his attractiveness as a person. Therefore, these pupils may lead to the
content of communication in this network circle. However, there is a
noteworthy point that no one person remained as its most important
member during the three years. For example, the in-degree of 044 and
058 became 5 in the last year, which is much smaller, showing the
decline of their influence.

4.3.5. Closeness and betweenness centrality
As most nodes have a closeness of around 0.08, they have no differ-

ence in distance to others in the network. For betweenness centrality,
the same thing happens as the degree centrality. Pupils with high
betweenness centrality are not consistent for three years. Nodes 085,
100, and 123 are the three with the highest betweenness, reflecting

that they were more active than others at different times.
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Fig. 1. Layout of the network at the first time point.
Table 2
Clique’s drinking frequencies.

Index (frequency of drinking)

Clique 1 123 (4) 065 (3) 107 (4) 052 (5) 087 (4)
Clique 2 004 (2) 008 (2) 039 (2) 118 (2) 127 (2)

4.4. Community detection

In order to explore whether adolescents’ smoking and drinking be-
haviors are related to the subgroups of students, community detection
is used to discover groups in their friendship networks. In this paper,
the fourth year’s data will be analyzed as an example. Before starting,
the network was changed to undirected by creating an undirected link
between any pair of connected nodes.

As it is a sparse network, most cliques consist of around two to four
people and the size of the largest clique is seven. Therefore, the cliques
with the maximum number of nodes are observed carefully. The cliques
contain pupils with an index of 113, 049, 050, 057, 060, 074 and 106.
The frequency of their drinking is respectively 4, 4, 4, 3, 3, 4, 4 (3 for
once a month, 4 for once a week). It seems that in these small subgroups
with close relationships, each member has similar drinking behavior.
The same correlation was observed by checking the second time point
for validation.

Three algorithms are used to detect different groups in the network:
the Girvan–Newman Algorithm, Label Propagation, and Fast Greedy.
Fig. 2 visualizes the results of community discovery using Fast Greedy
algorithms. The figures above each point represent the frequency of
smoking for each person and there is some missing data. Addition-
ally, the table below shows the results of each community discovery
algorithm. It is noted from Fig. 2 that three isolated nodes, located
in the top-left, are regarded as three separate communities. Thus, in
Table 3, the number of communities is reduced by three. Modularity is a
commonly used method to measure the strength of network community
structure, which can be used to quantitatively measure the quality of
network community division.
5

Table 3
Community analysis algorithm comparison.

GN algorithm Label propagation Fast greedy

Number of communities 11 20 10
Modularity 0.765 0.715 0.771
Time complexity O(E2V) O(V2 + E) O(V + E)

4.5. Coevolution of networks and behavior

The RSiena package is utilized using R to analyze the coevolution
of the friendship network and drinking behaviors. As observed at the
first time point, gender and smoking consumption are used as constant
covariates and drinking behavior is regarded as a changing covariate.

After defining the data set and obtaining the basic effects object,
more effects can be defined to include in the coevolution model, such
as structural effects like transTrip and cycle3. It also includes sender,
receiver and homophily effects of smoking, drinking and gender for
friendship formation, as well as indegree, out-degree and assimilation
effects for drinking. It should also be noted that the dyadic measure
of similarity in actor characteristics can define the homophily and
assimilation effects. After executing the code, the results for the model
are shown in Table 4.

5. Experiment 2: bitcoin trust network

The dataset used in this experiment is based on a user network with
the weighted trust of a Bitcoin trading platform called BTC-Alpha. On
this platform, every user’s credit is evaluated by using the rating from
Revain, which contributes to the weighted trust of the network’s users.

Using Gephi, a graph visualization was generated of the whole
network (Fig. 3). In order to make the graph clearer and more straight-
forward, every node has been assigned to various sizes and shades of
red according to each one’s value of degree (Fig. 4). The darker the
color, the higher value of degree a node has. The edges also have
different colors according to their weight, with purple indicating the
highest weight and white indicating the lowest.
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Fig. 2. Community detection using Fast Greedy.

Fig. 3. Graph of the whole network.

6
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Fig. 4. R code and result for computing eigenvector centrality of each node.
Table 4
Coevolution of network drinking and smoking consumption.

Network dynamics Estimate SE t-value

Constant friendship rate (period 1) 10.862 1.023 10.62
Constant friendship rate (period 2) 8.846 0.835 10.59
Out-degree (density) –2.953 0.068 −43.43
Reciprocity 2.218 0.106 20.92
Transitive triplets 0.616 0.045 13.69
3-cycles −0.410 0.089 −4.61
Smoke1 alter 0.050 0.084 0.60
Smoke1 ego 0.097 0.090 1.08
Smoke1 similarity 0.467 0.158 2.96
Gender alter −0.098 0.099 −0.99
Gender ego 0.127 0.108 1.18
Gender similarity 0.882 0.102 8.65
Drinkingbeh alter 0.049 0.071 0.69
Drinkingbeh ego 0.036 0.069 0.52
Drinkingbeh similarity 0.689 0.428 1.61
Behavior dynamics
Rate drinkingbeh (period 1) 1.562 0.278 5.62
Rate drinkingbeh (period 2) 2.300 0.525 4.38
Drinkingbeh linear shape 0.469 0.457 1.038
Drinkingbeh quadratic shape −0.706 0.292 −2.42
Drinkingbeh indegree 0.248 0.252 0.98
Drinkingbeh outdegree −0.246 0.300 −0.82
Drinkingbeh average alter 1.493 0.729 2.05

5.1. Centrality analysis

Centrality analysis is applied and divided into four types: degree
centrality, closeness centrality, betweenness centrality and eigenvector
centrality. The objective is to estimate how vital every given node is in
the network.

5.1.1. Degree centrality
Degree centrality calculates how important a node is based on the

number of edges each node has within the network and the larger the
degree, the more influential the node is. The degree of centrality of the
network was computed, including information about the nodes with the
highest and lowest degree of centrality.

From Table 5, we can see that the user with an ID of 2 has the
highest degree, in-degree, and out-degree, so the number of people who
have traded with this user is the highest at 144, while user 11 also
plays a significant role with a degree centrality of 132. This is also
illustrated in Fig. 3, as we can see those nodes indicated in the darkest
red. Furthermore, the user with the lowest degree of centrality is the
user with the ID 144, with only one connection, with user 41 also only
trading with one other user as a seller.

Therefore, according to degree centrality values, user 2 is the most
connected user who is likely to hold most information of other users
and enable them to connect with the wider network quickly.
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Table 5
Centrality analysis results.

Centrality analysis User ID

Highest degree 2
Highest in-degree 2
Highest out-degree 2
Lowest degree 144
Lowest in-degree 144
Lowest out-degree 41
Highest closeness 2
Lowest closeness 41

5.1.2. Closeness centrality
Closeness centrality measures each node based on its proximity to

other nodes in our network by calculating the shortest paths (pairwise
geodesic distance) between all vertices. The closeness centrality of the
network was computed, including information about the nodes with the
highest and lowest closeness centrality.

From Table 5, we can see that a user with an ID of 2 has the highest
closeness centrality, which means that this user may be the best to
affect the entire network in the fastest time possible. In other words,
user 2 can be a good ‘broadcaster’ within the network. Conversely, the
user with the ID of 41 was found to have the lowest closeness centrality.

5.1.3. Betweenness centrality
Betweenness centrality represents which nodes have the ability to

bridge gaps between nodes in a network. The betweenness centrality
of the network was computed, including information about the nodes
with the highest and lowest betweenness centrality.

From Table 5, we can see that the user with an ID of 2 has the
highest betweenness centrality, meaning that this user is important in
communication and information diffusion and has a strong ability to
affect the flow within a network. Moreover, it indicates that this user
may hold the authority, control the collaboration, or be located on the
periphery of many clusters. Again, the user with the ID of 41 was found
to have the lowest betweenness centrality.

5.1.4. Eigenvector centrality
Eigenvector centrality measures every node’s effect based on the

number of links referred to by other nodes within the network. It also
considers how well connected a node is and how many relationships
their connections have within the network. A node with high eigen-
vector centrality is connected to many other nodes with high scores.
The eigenvector centrality of each node was calculated and is shown in
Fig. 4. We can see that the user with ID 11 has the highest eigenvector
centrality at 1.0 and the user with the ID 144 has the lowest eigenvector
centrality at 0.001. Both user 2 and user 11 have good scores for all-
round centrality and have a strong ability to affect the entire network,

instead of purely those directly connected to it.
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Fig. 5. R code for the CPM algorithm.
Table 6
Link analysis results.

Link analysis Results

Density score 0.072552
Connectedness score 1
Isolation score 0
Authority user 11
Hub user 51

5.2. Link analysis

Link Analysis uses links to establish higher-order relationships
among nodes. It sheds some light on our investigations by visualizing
complicated links within a social network that may be hard to get the
full picture of manually.

Firstly, the network density is computed as a measure of network
health and effectiveness (Table 6). We found that the density of our
network is 7.3%, which is not particularly dense but still somewhat
connected. From this, we can determine that the network does not have
a strong ability to resist link failures.

Next, the connectedness of our network was calculated, and it was
found that the connectedness of the network is 1 (Table 6), indicating
that this graph is fully connected, meaning that there is no isolation
within the network (Table 6).

Hypertext-induced topic selection (HITS) was also employed in
the link analysis, which identifies the‘‘authority’’ and the ‘‘hub’’ in a
network [41]. By applying the HITS algorithm, we can see that user 11
is the authority figure of this network and 51 is the hub (Table 6).

5.3. Community detection

5.3.1. Node-centric community detection
Node-centric community detection is a popular technique used in

traditional social network analysis and detects communities with dif-
ferent properties of nodes. Normally, based on complete mutuality, the
Clique Percolation Method (CPM) can be used to aid cliques as the
8

Fig. 6. Community detection graph using modularity maximization.

core to seek overlapping communities. Firstly, the graph was converted
into an undirected graph. Then, the CPM algorithm was applied to the
network (Fig. 5).

5.3.2. Network-centric community detection
Network-centric community detection takes the global connections

within a network into account and aims to divide nodes of a network
into disconnected sets. Modularity maximization is applied to the net-
work. Modularity measures the power of a community partition by
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Fig. 7. R code for detailed information of each node using modularity maximization.
considering the degree distribution as a measurement. The resulting
graph is shown in Fig. 6 (see Fig. 7).

6. Analysis of results and discussion

6.1. Experiment 1

During the process of community detection, three methods were ap-
plied to friendship networks. When comparing these three algorithms,
they each have advantages and disadvantages. Regarding the data of
modularity, a fast greedy algorithm has the best quality of network
community division. In addition, it has the lowest time complexity.
From the results shown in Table 2, it can be determined that there
is no significant evidence that community division results in similar
drinking behavior as in most cliques. Their drinking behaviors vary.
The same conclusion was reached when using the Girvan–Newman
Algorithm. With relatively high modularity in this experiment, the
Girvan–Newman Algorithm results in many cases of repeatedly cal-
culating the shortest path, resulting in high time complexity. In this
experiment, the network is small, so this shortcoming has not been ex-
posed. Fig. 8 shows the community detection result by using the Label
Propagation algorithm. This algorithm almost doubles the number of
divided communities and has lower modularity when compared to Fast
Greedy, but by checking the graph, it can be found that pupils in the
same community have a similar frequency of alcohol consumption. In
this case, this method would be the most efficient one for detecting
social groups formed according to lifestyle using this data set. The
advantages of the Label Propagation algorithm are simple, efficient, and
fast. The results are slightly different when run multiple times, showing
that each iteration’s results are slightly unstable.

On the aspect of behavior-related effects on network evolution,
some results can be concluded from Table 4. The network part of the
model is addressed first. The estimate for out-degree is negative, indi-
cating a tendency to avoid connections unless there are other desirable
properties to the friendship, such as reciprocal, transitive relations, or
a same-gender relationship. In addition, adolescents appear to prefer
friends with the same smoking behavior. From the smoke1 ego and
drinking behavior (drinkingbeh) ego parameters, smokers and drinkers
are more active in the friendship network as they tend to name more
friends. When looking at the drinking behavior part of the model, the
assimilation hypothesis can be confirmed, which means that it is likely
for a non-drinker with drinking friends or a drinker with non-drinking
friends to change their behavior to match their friends.

6.2. Experiment 2

According to the centrality analysis, we can infer that user 2 is the

most connected one who is likely to hold most information of other
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Fig. 8. Community detection using label propagation.

users and enable us to join the wider network and influence the entire
network most quickly and effectively. Therefore, this user can be a good
‘broadcaster’ and ‘bridge’ when a security problem occurs in our Bitcoin
user network.

As for the link analysis, it can be deduced that the Bitcoin user
network is fully connected. However, the density of the graph is not
very high, indicating that the network does not stay in a healthy
situation to some extent. Also, it means that our network does not have
a strong ability to resist link failures. If a security problem happens,
the links between users should be monitored carefully in case of further
loss. Moreover, with HITS’s help, we also identify the authority and hub
nodes (users 11 and 51, respectively) that perform well in centrality
analysis metrics, so we should also pay more attention to these two
users.

For the part of community detection, Fig. 6 shows that the network
has four main communities where the users trade with each other more
often than with those outside the community. It also indicates that they
have slight strength of a community partition by considering the degree
distribution as a measurement and the structure of their community is
not bad according to the modularity value. When security problems
threaten their interest, the power of the community should be taken

seriously.
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Fig. A.1. R code for finding the number of friends.

Fig. B.1. R code for plotting the network.

Fig. C.1. R code for community detection.

Fig. D.1. R code for the experiment.

Fig. E.1. R code for the results of cluster.

. Conclusion

The results concluded in this report contribute to the literature on
dolescents’ relational patterns in a closed network and the associ-
tion between drinking and smoking behavior within the friendship
etwork. When considering the parameters of density, reciprocity,
ransitivity, and centrality, it was discovered that the network is sparse
10
Fig. F.1. R code and results for finding the node with the highest degree centrality.

Fig. F.2. R code and result for finding the node with the lowest degree.

Fig. F.3. R code and result for the nodes with the highest and lowest closeness
centrality.

Fig. F.4. R ode and result for finding the nodes with highest and lowest betweenness
centrality.

Fig. G.1. R code and result for network density.

Fig. G.2. R code and result in the density of the network.

Fig. G.3. R code and result to find the isolation score of the network.

and interaction between it is getting closely related. The important
nodes are also highlighted. Three algorithms, including the Girvan–
Newman Algorithm, Label Propagation and Fast Greedy, are used to
detect the different communities. This paper visualizes the result of
each community discovery and compares the strengths and weaknesses,
concluding Label Propagation is more applicable for use in this case.
It is also concluded that adolescents prefer a reciprocal relationship
with the same gender. Drinkers tend to be more active in their social
circle. In terms of the coevolution of the friendship network and alcohol
consumption, drinkers will be influenced strongly by the drinking
behavior of their friends. These findings are consistent with the findings
of other studies.

Future research in this area can be conducted by including more
varying covariates, such as music taste and academic performance, to
investigate how other characteristics affect the formation and evolution
of social networks.

Bitcoin is a kind of digital currency different from traditional curren-

cies and it is independent of any centralized authorities. Bitcoin relies
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Fig. G.4. R code and result for HITS analysis.
on a network where users spontaneously carry on a repeated ledger
and confirm transactions involving the whole group. [42]. This system
operates as a peer-to-peer network on the internet, where anyone
without identifying authentication can take part by downloading the
application or trading on the third-party platform. To avoid fraud and
better deal with security problems, the users need to agree on opening
permissions to real transaction history. Moreover, we should attach
great importance to the power of the individuals and the communities
using social network analysis.

Although the invention of Bitcoin is intended to protect users’ pri-
vacy and prevent interference between dealers to the maximum extent,
users, researchers, and even criminals have found ways to make this
secure system undermined. [43] examined some of the intermediary
vulnerabilities, replacing the traditional currencies and figuring out
some solutions to maintain security and stability. To avoid fraud, it
is essential that the users agree upon opening permissions to real
transaction history [44].

By comparing the results of the community detection analysis, it
can be found that the phenomena of homophily and assimilation vary
in the adolescent school network and Bitcoin trading network. In the
adolescent school network, both phenomena of homophily and assimi-
lation are found as pupils in the same community have similar drinking
frequencies and they have the tendency to adapt their behavior to
match their friends. However, in the Bitcoin trading network, only
the phenomenon of assimilation is discovered. The users in the same
community trade with each other more often than with those outside
the community.

This paper makes several contributions. First, the paper shows
how social network analysis can be applied and analyzed in different
domains for interested parties through two experiments. Second, the
results of our analysis help in decision-making. For example, the anal-
ysis of the adolescent school network can provide a reference for early
intervention to protect adolescent health. Furthermore, the results of
our analysis of the Bitcoin trading network can help decision-makers
develop measures to improve data and transaction security within the
network and identify the most important links or nodes that can be
targeted when security problems occur.
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